UY BANNHAN DAN ~ CQNG HOA XA HQI CHU NGHIA VIET NAM
HUYEN AN LAO Poc lap — Tw do — Hanh phc

S6: 985 /UBND An L&0, ngay 24 thang osndam 2024

V/v dam bao an toan thong tin doi
vGi Hé thong théng tin thu tyuc hanh
chinh cua tinh va Co s¢ dit liéu quéc

gia vé dan cu

Kinh gui: q
- Cac co quan, ban, ngémh, doan thé;
- UBND céc x4, thi tran.

Thuc hién Cong vian sé 357/VPUBND-TTPVHCC ngay 17/5/2024 cua Van
phong UBND tinh Binh Dinh “V/v ddm bao an toan thong tin doi véi Hé thong
thdng tin thu tuc hanh chinh cua tinh va Co s¢ dit liéu quoc gia ve déan cu”, Chu tich
UBND huyén co y kién chi dao nhu sau:

1. Thu trudng cc co quan, ban, nganh, doan thé, Chu tich UBND cac x4, thi
tran:

- Chi dao, quan triét cho cong chuec, vién chirc, nguoi lao dong tai don vi, dia
phuong thudc tham quyén quan ly thuc hién nghiém quy dinh tai Nghi dinh sé
13/2023/ND-CP cua Chinh phu vé bao vé dir liéu ca nhan, str dung céc thdng tin di
licu c& nhan cia cong dan thong qua khai thac Co sé dir lidu quéc gia vé dan cu va
thong tin ca nhan trén Hé thong thong tin giai quyét tha tuc hanh chinh cua tinh
dam bao dung muc dich trong qua trinh tiép nhan, giai quyét thu tuc hanh chinh.

- Tang cudng c4c giai phap dam bao an toan, an ninh thong tin d6i voi cac
trang thiét bj cong nghé thdng tin tai don vi nhu: (i) trang bi phan mém antivirus c6
ban quyén; thudng xuyén cap nhat cac ban va 15i bao mat caa hé dicu hanh; (i)
khéng luu trir mat khau st dung & ché mic dinh tu dong dién trén cac trinh duyét;
(iii) dinh ky thay d6i mat khau, kich hoat sir dung tinh ning xac thuc qua OTP trén
Hé thong thdng tin giai quyét thu tuc hanh chinh; (iv) khong luu trix, trao doi thdng
tin dir liéu cong dan thong qua cac tng dung tin nhan OTT (Zalo, Viber, Facebook
Messenger...).

- Khan truong ra soat cap nhat cac ban va bao mat hé diéu hanh may tinh,
trang bi phan mém antivirus c6 ban quyén, g& bo cac phan mém cho phép truy cap
may tinh tir xa (nhu phan mém TeamViewer, UltraViewer ...), thuc hién chia tach
vung mang noi bo caa don vi véi vung mang danh cho cong dan, co giai phap tu
dong x0a, haty dit liéu luu trit, théng tin tai khoan d6i vai cac thiét bi may tinh phuc
vu ¢6ng dan st dung sau mdi budi 1am viéc.

2. Giao Van phong HDND&UBND huyén (B phan TN&HTKQ huyén)
thuong xuyén kiém tra, ra soat danh sach cac tai khoan don vi dang str dung kip thoi
khoa, hay tai khoan khdng con dugc sir dung hoic da chuyén cong tac nham dam
bao an toan, an ninh cho hé théng.



3. Van phong HDND&UBND huyén (Bo phan TN&HTKQ huyén), UBND
cac x4, thi tran (Bo phan TN&HTKQ cac x4, thi tran):

- Quaén triét cho cong chuc, vién chiac, nhan vién tiép nhan va tra két qua: (i)
khan truong thay d6i mat khau du manh, (i) dinh ky thay d6i mat khau theo yéu cau
cua hé théng; (iii) khong luu mat khau cia Hé thdng thdng tin giai quyét tha tuc
hanh chinh (ké ca mat khau cua cac website khac), (iv) kich hoat st dung tinh nang
xéac thuc qua OTP; (v) khong luu trix, chia sé noi dung cin cudc cong dan, giay to
tuy than ctaa cong dan, thong tin dir liéu c& nhan cua cdng dan qua cac ng dung tin
nhin OTT (Zalo, Viber, Facebook Messenger ...); (vi) khong st dung may tinh
cong viéc cho muc dich ca nhan; (vii) thuc hién nghiém quy dinh tai Nghi dinh s6
13/2023/ND-CP cua Chinh phua vé bao vé dir liéu c& nhan, sir dung céc thdng tin dit
liéu c& nhan cua cong dan thong qua khai thac Co s dir liéu quéc gia vé dan cu va
thong tin ca nhan trén Hé thong thdng tin giai quyét tha tuc hanh chinh cua tinh.

- C6 bién phép khuyén cao ngudi dan c6 y thiuc bao vé dir liéu ca nhan cua
minh trong qué trinh ndp hd so truc tuyén tai bo phan mot cira nhu: dang xuét khoi
hé thdng, x6a dix liéu c& nhan trén may tinh cong cong sau khi thuc hién xong viéc
nop hd so truc tuyén.

D& nghi Thi trudng cac co quan, don vi, Chu tich UBND céc x4, thi tran
nghiém tdc trién khai thyuc hién./.

Noi nhan:

- Nhu trén;

- LD UBND huyén;
- LbVP, K3, BPMC;
-Luu: VE2 A —
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